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Hijacked journals - how dangerous they can be?

Savina Kirilova

The term “hijacked journals” was first used in 2012 [1] and means stealing the prestige of
a legitimate scientific journal by building a fake website [2]. Subsequently, two other mali-
cious activities have emerged: buying and renewing domain names on old, offline websites;
and integrating fraudulent journals with scientific conferences. In 2015, the concept of jour-
nal phishing was introduced [3], which most commonly involves website launching, email
marketing, and victim selection [4].

Our study is based on data from Beall’s list of hijacked journals. According to it, the
highest growth of this type of journals occurred in 2016, when their number was 101, and
continues to increase to reach 138 in 2020. We made a comparative analysis of the websites
of authentic journals and their hijacked versions based on nine features. Five features were
adopted from previous studies [5, 6]. These include domain owner, domain age, aim and scope
of the journal, the number of articles published in a year, consistency between the country of
the server and the country of the journal. Three features are new. These include publication
frequency, open-access archive, abstracting and indexing services.

Domain owner and domain age
Our study found that 32 hijacked journals have working websites. A check of the Whois

profiles on these websites found that the domain for 14 of them was registered by the same
organization - Namecheap, Inc. The percentage of registered domains from WhoisGuard, Inc.
is also high (18%). Almost 50% of the domains of fake websites were registered in 2019 and
2020, unlike those of the authentic ones. For example, the domain of the hijacked journal’s
website “Aegaeum” was registered in 2020, while that of the original website was registered
in 1995.

It is noteworthy that the Revista Academicas website hosts three of the hijacked journals,
namely “Natura”, “Doriana” and “Cahiers des sciences naturelles”. The same publisher ac-
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cepts manuscripts submitted in two other fake journals, “The Mexican Journal of International
Studies” and “The Mexico Journal of Multidisciplinary Sciences”, which were found not to
be abstracted and indexed in the Embase, as indicated on the website, and their ISSNs were
invalid.

Aim and scope of the journal, and publication frequency
Hijacked journals accept manuscripts in all scientific fields, unlike the original ones, which

are scientifically specialized. The authentic journal “Ciência e técnica vitivinícola” special-
izes in enology and winemaking, while its fake copy accepts manuscripts in almost all scien-
tific fields. There are also significant discrepancies in the publication frequency. For example,
the authentic journal “Adalya” is published once a year, while its hijacked version is published
monthly.

Number of articles published in a year
Papers in hijacked journals do not have adequate peer review, and the deadline for approval

varies between 24 hours and two weeks, and publication fees are between 60 USD and 450
USD. For these reasons, an authentic journal will almost always publish fewer papers than
a related hijacked journal. There is probably no direct correlation, but it is striking that the
number of papers in hijacked journals increased dramatically during the COVID-19 pandemic.

Consistency between the country of the server and country of the journal
According to a study of hijacked journal websites, the name of the server country usually

is different from the journal country. However, this feature will not be always correct as it
is possible for authentic journals to have servers from other countries when the chief editor
cannot find an appropriate local server. The countries with the highest percentage of servers
supporting hijacked journals websites are Panama (38%), USA (25%), and India (16%).

Open-access archive
The majority of hijacked journals provide limited open access to some issues and create a

fake log-in portal to the full archive of the journal, accessible by paying additional fees from
users in the range of 600 USD to 2000 USD. About 15% of hijacked journals do not provide
access to the contents of issues, while others (28%) provide full open access to the entire
archive, but for a certain time.

Abstracting and indexing services
Hijacked journals copy the information about the abstracting and indexing services pro-

vided by the authentic journals, as well as that of their impact factor/rank. The analysis of the
authentic journals profiles in Scimago and Web of Science Master Journal List found that for
some of these journals the abstracting/indexing in Scopus/Web of Science has been stopped.
All links from both information platforms lead to the authentic journals’ websites, which is
one of the possible ways to verify a journal’s authenticity. Some hijacked journals use mis-
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leading metrics such as CiteFactor or/and Index Copernicus.
Our research found that about 19,135 articles were published in hijacked journals in the

period 2020-2021. For comparison, only 1,354 articles were published in authentic journals
for the same period. This shows that the phishing process has led to a significant reduction
in the number of submitted papers to authentic journals. The most drastically decreased the
percentage of submitted manuscripts in six journals – “Aegaeum” (99.24%), “Adalya Jour-
nal” (97.6%), “High Technology Letters” (93.16%), “Journal of Xidian University” (91.24%),
“Journal of the University of Shanghai for Science and Technology” (80.37%), and “Sylwan”
(74.77%). The hijacked versions of three journals, which exist only in hard copy, have ac-
cepted for publishing a huge number of manuscripts – “Test Engineering and Management”
(8779), “Journal of Xidian University of Architecture & Technology” (1825), and “Journal
of Talent Development and Excellence” (911). The “Jokull” journal (it stopped publishing
in 2019) has published 39 articles in its hijacked version. In this context, Google Scholar
automatically indexes papers whose full text is available, and thus the database also includes
articles from hijacked journals. This increases their publicity, attracts authors, makes fake
publications visible and cited, and thus the number of fake papers and research increases.

Although thousands of researchers are unwitting victims of such fraudulent practices, in
some cases authors are aware that these journals are dubious, but still choose to publish in
them. Probable reasons for this are the urgent need for articles, uncertainty about the scientific
qualities of the paper, or an attempt to publish plagiarized work. Future research is needed to
analyze these and other reasons why authors publish in such journals. This will help to develop
adequate university curricula, inform the scientific community, and adopt additional policies
to limit this type of publishing [7]. The hijack of scientific journals is a serious problem that
should not be ignored because it already causing serious damage to the prestige of reputable
scientific journals, facilitating plagiarism, and the creation of pseudoscience.
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