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Introduction
In response to the rapid spread of COVID-19, state and local governments have moved operations out of 

city halls and capitol buildings and into people’s private homes through remote working. Just after the start

 of the pandemic, 62% of state workers and 55% of local government employees were working remotely. 

Quick technological mobility of both private and public industries creates a future workforce that is more 

open and adept to new possibilities of working from home. However, state and local governments continue 

to face cybersecurity challenges as they struggle to keep up with the increasing rate of cyberattacks and 

security threats.  

Government Business Council (GBC) conducted a recent study on state and local government workers’ 

perceptions of cybersecurity within their organizations. The survey included 161 participants from state and 

local governments. Of the government workers surveyed, 27% hold positions directly involved in IT leadership, 

and 42% in roles that involve IT processes. Here are five key takeaways from the survey results:
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Nearly all surveyed employees are concerned 
about the increasing rate of targeted cyberattacks.

Cyberattacks were on the rise even before COVID-19 forced a vast 

number of workers from the office into home workspaces. The rate of 

malware infections has grown from 12.4 million in 2009 to 812.67 million 

in 2018. Within the past year, traffic to agency websites doubled and 

cyberattack complaints to the FBI increased fourfold. Government 

workers seem to be observing the spike in attacks as well; over 40% of 

state and local government workers GBC surveyed noticed increased 

rates of cyberattacks on their agency’s systems. 

Not only are governments facing an increase in attacks, but the 

ramifications are becoming increasingly more costly. State and local 

governments are among the most common targets for ransomware 

attacks. Ransomware denies access to a user’s computer system or data 

and demands a sum of money for access to be returned. Ransomware 

attackers tend to target state and local governments because the 

loss of operation costs often outweighs the ransom demands, leading 

governments to pay the ransom. Since 2017, the monthly average of 

ransom demands rose from $30,000 to almost half a million dollars. 

Even when governments do not pay the ransom, recuperating from lost 

data is often far more costly than the demand itself. In 2018, attackers 

used the SamSam malware to launch an attack against the Atlanta city 

government and demanded $500,000 in bitcoin for returned control. 

Soon after the initial attack, the attackers took the payment portal offline 

and denied the city a chance to pay the ransom, resulting in the city 

government spending over $2.6 million in recovery efforts. 

12.4 million
rate of malware infections in 2009 

812.67 million
rate of malware infections in 2018

$30,000
average ransom demand in 2017

$500,000
average ransom demand in 2020

1.
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2. A majority of respondents believe that state 
and local governments are less capable of 
handling cyberthreats compared to the 
federal government. 

Major agencies within the federal government have been turning 

their focus toward advancing cyber infrastructure and to deflecting 

oncoming threats. However, state and local governments are 

struggling to keep up with current trends and best practices within 

the industry. Budget constraints prevent competitive development 

with the federal government and private sector. Even with the 

increase of cyberthreats and influx of remote workers, less than half 

of government workers’ agencies increased their cybersecurity 

budget. Overall, state and local governments have less to spend 

on cybersecurity than the federal government. In 2020, the federal 

government cites spending $87.1 billion on IT, while state governments 

have spent $56.6 billion and local governments have spent 

$54.4 billion.  

Although information technology (IT) spending has increased from 

2019, state and local governments have not been allocating these 

resources toward cybersecurity. According to NASCIO, cybersecurity 

only receives between 0-3% of most states’ IT budgets. Coordination 

between local, state, and federal government levels is sparse, leaving 

many agencies to fend for themselves. Only 28% of states reported 

collaboration with local governments in cybersecurity, only 27% 

provided cybersecurity training to local and public education, and most 

local governments reported very limited collaboration. 

$87.1  billion
federal government spend on IT

$56.6  billion
state government spend on IT

$54.4  billion
local government spend on IT

vs.
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The transition of mass telework has escalated the importance of 

increased mobility and flexibility. Both public and private sector 

companies are more readily adopting the use of personal devices. 

Survey results indicate that over one third of survey participants 

use personal devices that have not yet been approved and 40% 

believe that it is very important to use personal devices not issued 

by their government agency. Failure to properly manage these 

devices leads to unforeseen risks as personal devices are able to 

access system networks, often without agency awareness. 

“When you use a computer or smartphone for both work and 

personal activity, you have added significant risk... Your activity 

introduces malware that can access your business data and 

networks… Many successful attacks aimed at both government 

and industry have come through phishing and spear-phishing 

that expanded into cross contamination of device networks.”

 said Chuck Brooks, the first Legislative Director for Homeland 

Security’s Science and Technology Directorate. 

In a Ponemon study, 51% of surveyed IT leaders believed that the 

primary threat to IT security is mobile devices.  In 2012, the Digital 

Services Advisory Group and Federal Chief Information Officers 

Council created a guide to encourage agencies to adopt a Bring 

Your Own Device (BYOD) program. This program, presented as 

a cost-efficient policy, authorizes agencies to cautiously allow 

employees to use personal devices in work settings. 

Although this program has seen cost saving success in multiple 

state governments, the guide still recognizes the possible security 

challenges associated with BYOD, stating that “a BYOD program 

presents agencies with a myriad of security, policy, technical, 

and legal challenges.” Without the proper oversight, the BYOD 

program relies on trust between a government organization and 

its employees.  

Government employees are using personal devices for work that have not yet been approved by 
their agency.3.

“When you use a computer or smartphone for both work and personal activity, 
you have added significant risk. Your activity introduces malware that can access your 
business data and networks. Many successful attacks aimed at both government and 
industry have come through phishing and spear-phishing that expanded into cross
 contamination of device networks.” 

Chuck Brooks, the first Legislative Director for Homeland Security’s Science and Technology Directorate
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One of the largest cybersecurity threats to an organization is its 

own employees. Cyberattacks often come from social engineering 

schemes, such as phishing emails. Social engineering, also called 

“human hacking,” is the manipulation of people for access to their 

private information. However, with a zero-trust network, there is 

no automatic trust granted to users based on their physical or 

network location. Zero trust ensures that network entryways are 

not accessed prematurely and without the proper verification. 

However, this model is still a relatively new concept; 61% of 

surveyed government workers are not at all familiar with the 

concept of zero trust and 53% of respondents are not confident 

that their organization uses this model.

Multi-factor authentication (MFA) is a common security 

enhancement that supports the Zero Trust model. 

It requires a user to provide multiple stages of evidence to prove 

their credentials. For example, with MFA, to access an application 

a user would enter their password as the first form of verification, 

and then use a second form of verification, such as entering a 

PIN through a mobile app to confirm they are who they say they 

are. This system provides multiple levels of security around an 

organization’s network. Although this method is almost always 

used in the federal government, MFA is less common among state 

and local agencies. Survey shows that MFA is only used by 15% of 

state and local government workers. The CyberSecurity National 

Action Plan mandates the use of multi-factor authentication for 

government websites that use “.gov.” This includes all federal 

websites, but only a small amount of state and local websites, 

leaving remaining agencies to make their own judgements for 

additional security steps. 

The zero-trust model is not widely known among state and local government employees.4.

61%

of surveyed government  workers
are not at all familiar with the 
concept of zero trust

53% 
of respondents are not confident 
that their organization uses this model
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COVID-19 has resulted in stronger state and 
local government cybersecurity.

The sudden boom in remote work as a result of COVID-19 revealed 

insecurities within government IT structures. This current age 

of telework highlights a need for organizations to be more 

technologically mobile and flexible. However, amid the change, 

government employees seem to be more confident in their agency’s 

cybersecurity position. Sixty-two percent of survey participants 

believe that their agency’s cybersecurity posture has strengthened 

and 58% of respondents state that their organization has invested 

in new cybersecurity measures. Although state governments tend 

to perform isolated work from each other, the pressing COVID-19 

demands have encouraged collaboration between different 

levels of government. In April 2020, a coalition of state and local 

government representatives sent a letter to Congress urging for 

immediate IT support to address transitional insecurities caused by 

COVID-19. In August 2020, the State and Local IT Modernization and 

Cybersecurity Act reached the Congressional floor and is currently in 

discussion. This act calls for federal action in helping state and local 

governments transition legacy IT infrastructure to a modern one that 

includes cloud-based services.

 

5.

Although COVID-19 has created turbulent transitions for many 

government agencies, it’s also highlighted areas of operational IT 

growth. Regulation and common collaboration between different 

levels of governments provide similar security standards across 

the nation. State and local governments can also look toward 

adopting an aggressive zero-trust approach to network security in 

combating increasing rates of phishing attacks. 

Moving forward, government agencies also need to intentionally 

allocate resources to address cybersecurity threats and further 

grow their security arsenals. Today’s state and local governments 

are focusing on reactionary means, but the rise of the tele-

workforce makes it imperative for government organizations to 

predict and prepare ahead.
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Endnotes 

About GBC 

As Government Executive Media Group’s 
research division, Government Business Council 
(GBC) is dedicated to advancing the business of 
government through analysis, insight, and analytical 
independence. An extension of Government 
Executive’s 50 years of exemplary editorial 
standards and commitment to the highest ethical 
values, GBC studies influential decision makers from 
across government to produce intelligence-based 
research analysis.  

About Duo Security 

Duo Security, now part of Cisco, is the leading 
multi-factor authentication (MFA) and secure 
access provider. Duo comprises a key pillar of 
Cisco Secure’s Zero Trust offering, the most 
comprehensive approach to securing access 
across IT applications and environments, from any 
user, device, and location. Duo is a trusted partner 
to more than 25,000 customers globally, including 
Bird, Facebook, Lyft, University of Michigan, Yelp, 
Zillow and more. Founded in Ann Arbor, Michigan, 
Duo also has offices in Austin, Texas; San Francisco, 
California; and London. 
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