
Did You Know?

Legacy systems within the federal 
government are growing increasingly 
obsolete – in some agencies, they 
range from 8 to 51 years old. Older 
systems are less effective, more 
expensive, and they leave sensitive 
data exposed to cybersecurity risks 
and the threat of external attacks. 1

A holistic approach to security connects agency mission outcomes to technical solutions, aligns security transformation to an
enterprise architecture and matures your security posture against new and existing threats. For WWT, that starts with a 
Security Tools Rationalization Assessment.

• Evaluate – Understand your level of security, identify the tools, technical controls, procedural controls, configurations 
and implementation of those tools and assess the NIST cybersecurity risk framework.
• Design – Leverage WWT’s Advanced Technology Center lab to design, test, and validate tools.
• Implement and Operate – Determine the most effective security architecture, and methods of integration with 
existing systems and provide actionable insights for a long-term risk mitigation environment.

Connect with our experts to schedule a Security Tools Rationalization Assessment, access our research and explore our labs, join
our platform at wwt.com.

Introduction

1 in 3 respondents consider an aging IT infrastructure to be their organization’s top 
security concern.

Government cybersecurity is a rapidly changing battlefield.  In order to protect systems from external threats, 
government IT infrastructure must be prepared to face unpredictable and increasingly advanced attacks. To get a 
better sense of current capabilities, Government Business Council (GBC) polled a random sample of 105 defense 
and federal respondents in August 2020. 

WWT’s Perspective: Secure the Future By Aligning Mission, Architecture and Operation
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Raising the Bar on Cybersecurity Maturity 

What do you consider to be your organization’s top security issue?

Percentage of respondents, n=105
Note: Percentages may not add up to 100% due to rounding

16% of respondents also felt that 
a lack of trained personnel and 
educators put their agency at risk.

A Cybersecurity Poll of Federal Government Officials
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Methodology
GBC deployed a 3-question poll on cybersecurity to a random sample of 105 federal civilian and defense employees. The poll was fielded in August 
2020.
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About Government Business Council
As Government Executive Media Group's research division, Government Business 
Council (GBC) is dedicated to advancing the business of government through analysis, 
insight, and analytical independence. An extension of Government Executive’s 50 years 
of exemplary editorial standards and commitment to the highest ethical values, GBC 
studies influential decision makers from across government to produce intelligence-
based research and analysis. 

1 in 5 respondents are slightly or not at all confident that their agency’s 
cybersecurity is sufficiently mature.

61% of respondents think that working with an advanced technology lab would 
deliver moderate to extremely high value for their organization’s cybersecurity.

How helpful would it be to run simulations with an advanced technology lab as 
preparation for a real-world security event?
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How confident are you in your organization’s cybersecurity 
maturity?
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Over half of the respondents are only 
moderately, slightly, or not at all 
confident in the ability of their 
organization’s cybersecurity protocols 
to respond to future threats.

Among respondents 
without simulation 
capabilities, 74% believe
such a lab would be 
moderately to extremely 
helpful, allowing
government systems to 
establish clear protocols 
that allow for rapid 
response in a real-world 
situation. 

The Forecast: By 2024, losses from 
cybercrime are expected to reach 
$5 trillion2. Cyber attacks and data 
breaches are on the rise, and
ensuring the protection of sensitive 
data at all levels of the supply chain 
is critical.

About WWT
World Wide Technology (WWT) is a technology solution provider with more than $12 
billion in annual revenue that provides digital strategy, innovative technology, and 
supply chain solutions to large public and private organizations around the globe. While 
most companies talk about delivering business and technology outcomes, WWT does it. 
Based in St. Louis, WWT employs more than 6,000 employees and operates over 4 
million square feet of warehousing, distribution, and integration space in more than 20 
facilities throughout the world. For more information about World Wide Technology, 
visit wwt.com.
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